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Abstract. Many software architecture evaluation methods, proposed by the re-
search community, have a common problem of engaging the same architects to
perform architecture design and evaluation. This violates the independence of
quality assurance and hence may lead to biased evaluation, thereby resulting in
inferior architectural design. In this paper, we analyze current approaches and
issues to software architecture quality assurance. We propose seven conditions
for architectural design quality assurance and discuss existing challenges to-
wards independent software architecture design review.

1 Introduction

Software architecture has been studied for over two decades. There are various stan-
dards such as IEEE 1471-2000 [1] which define software architecture, and research
articles such as [2] and [3] which discuss different aspects of software architecture. In
the industry, most sizeable software development organizations have a software archi-
tect role, and some of them employ architectural frameworks such as Zachman
framework, TOGAF or RM-ODP to represent architectural information.

The IEEE 1471-2000 standards defines architecture as the fundamental organiza-
tion of a system [1] and Perry and Wolf define it as a model of elements, forms and
rationale [2]. Such definitions are generic and subject to interpretations. As a result,
different architects may have different interpretations of the scope and the level of
details of an architectural design. It can logically be assumed that the more details are
included in the architectural design, the easier it is to validate the design. Such as-
sumption depends on the level of certainty that an architectural design is viable and of
good quality whilst it still depicts an abstract view of the system [4]. In other words,
how can one be assured that the architectural design would lead to a finished system
that satisfies all its requirements, both functional and non-functional?

In practice, many architecture design evaluation methods were proposed to answer
this question. However, their scope of work and process vary widely depending on
their objectives. For example, some measuring techniques evaluate quality attributes
only rather than the entire design as a whole. Moreover, some architectural review
methods only aim at evaluating selected aspects of an architecture design. Since soft-
ware architecture design is influenced by many factors, the challenge is to find a
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review method(s) that can address the quality of architectural design holistically while
keeping unnecessary subjective interpretations to a minimum. In this paper, we pro-
pose an independent software architecture review (ISAR) approach.

2 Issues of Existing Techniques

Evaluation techniques [4, 5], such as questioning techniques and measuring tech-
niques, are used for architectural design quality assurance. Among these evaluation
techniques, expert reviewers are often required to assess the architectural design.
When an evaluation is depended heavily on human expertise and face-to-face meet-
ings, its soundness relies on the review team, especially when the contents and the
details of architectural design description are not sufficiently documented. Under such
circumstances, review team and architectural team may have different interpretations
on the same design. Such phenomenon has been observed by the authors in real-life
projects. Architects who argue most strongly can win a design argument, sometimes
undermining objective assessments. This kind of scenarios has an adverse effect on
the quality assurance capability of an evaluation technique.

Questioning Techniques assess the quality of architecture via qualitative ques-
tions. Architecture reviewers perform these qualitative evaluations via design reviews
and inspections. Scenarios-based and attribute-based analysis methods such as SAAM
[6], ATAM [7], SBAR [8]; and architectural review methodologies such as AT&T’s
software architecture review and assessment methods [9, 10] belong to this category.
In these methods, reviewers analyze scenarios and quality attributes with the architec-
ture team to determine if an architectural design satisfies the goals of a system.

There are four major issues related to these methods. First, they rely on expert
analysis which is quite often a subjective process particularly when the analysis is
based on incomplete specification and unavailability of architects’ expertise. Second,
architecture design reviews rely on reviewers’ objectivity and expertise in uncovering
issues in the architecture design. The objectivity and independence of the design
evaluation may be compromised when the evaluation does not involve independent
parties.

Third, some of these methods depend on the selection of relevant scenarios to iden-
tify critical assumptions and weakness of the architectural design [5]. What scenarios
and architectural significant requirements (ASRs) [6, 7] are included in the evaluation
would influence the quality. When the selected scenarios are incomplete or their rela-
tive priorities are unclear, there would be a lot of assumptions to be made by the ar-
chitecture reviewers affecting the quality of the evaluation. Fourth, the architectural
scenarios used to test the design can remain at a conceptual level and not all aspects
of the architectural designs can be reviewed in details [8]. Thus architectural design
flaws can be hidden from the reviewers unless sufficient details become available.

The first two issues relate to the dependency of human interpretation and its objec-
tivity and the latter two issues relate to the quality and sufficiency of documentation.

Measuring Techniques assess the quality of architecture via quantitative measure-
ments. These methods include the use of metrics, simulations and prototyping to collect
information for evaluation. For instances, SBAR [9] supports simulation and mathe-
matical models to analyze software qualities such as performance or fault-tolerance;
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CBAM [10] and ArchDesigner [11] use utility measures for trade-off analyses; a met-
rics-based approach [12] evaluates an architecture by using module coupling and cohe-
sion to predict the software quality.

Measuring techniques are useful in dealing with certain aspects of an architectural
design but they are not comprehensive enough to assure the overall quality of the ar-
chitectural design. They have two problems. First, for all measuring models, the input
sensitivities for the studied quality attributes are crucial. Sensitivity degrees have an
impact on the confidence of predicting design quality with respect to the quality at-
tribute. For example, in Architecture Level Prediction of Software Maintenance
(ALPSM) method, the accuracy of the sensitivity of the inputs used in the software
modification model would affect the predicted maintenance effort [5]. Second, there
is a lack of accurate estimates for quality requirement budgets, and a lack of accurate
estimates on how a design model satisfies those quality properties such as perform-
ance and reliability [5, 13]. This is true for different levels of the architectural design,
especially in the detailed levels.

3 Independent Software Architecture Review (ISAR)

Early detection of problems in architectural design through evaluation techniques
reduces development costs and improves the quality of systems [5, 8, 14]. Thus, im-
proving the effectiveness of evaluation techniques (in terms of problem detection) for
architectural design is important. There are two approaches. First, one might propose
totally new evaluation techniques that outperform existing ones. Second, one might
enhance existing evaluation techniques by removing the problematic issues or reduc-
ing their negative impacts in order to achieve better evaluation. In this paper, we
adopt the latter approach.

As discussed previously, most existing evaluation techniques face the problem of
using the same architects to design and review the architectural design. Hence, human
factors may lead to biased evaluation. To obtain an objective evaluation outcome, we
argue that an Independent Software Architecture Review approach (ISAR) should be
adopted as a standard practice of independent validation and verification (IV&V)
[15]. In this section, we first analyze the barriers towards ISAR. Then, we propose
seven conditions to facilitate better reviews through ISAR, and finally discuss the
benefits as well as drawbacks towards applying ISAR.

3.1 Barriers towards an Independent Review

As discussed earlier, one key barrier of attaining independent evaluation is related to
the lack of sufficient information provided to review teams for quality evaluation,
which hinders the quality of the review process. Currently there are little or no stan-
dards on the minimum set of information necessary to support such evaluation. To
address this, architecture design evaluation should be based on a well-defined
engineering-style architectural design specification. The architectural description con-
tained in such specifications must be structured, precise and detailed to avoid subjec-
tive interpretations.



Towards Independent Software Architecture Review 309

Another key barrier towards an ISAR approach is the subjectivity of architects and
evaluators based on their prior experience. There is no doubt that the expertise of ar-
chitecture design and review teams is important. However, as noted in [4], there is
sometimes a skepticism that exists between design and evaluation teams, the mental-
ity of “Why Should I Believe You?” It hints strongly about the recognition of experi-
ence and the existence of subjective views based on that experience in the evaluation.
Such phenomenon has been observed by the authors in real-life projects. Architects
who have the experiences and expertise can play a dominating role during design re-
view meetings, making it difficult for evaluators who are less experienced to argue
their case.

To alleviate this problem, we suggest that the architecture team capture design ra-
tionale to provide further evidences and explanations to justify their decisions. Archi-
tectural design rationale helps to explain why a design decision is made and to justify
any trade-offs [16]. They can articulate implicit constraints and assumptions in a de-
sign [17]. Most evaluation techniques, however, do not mandate the review of design
rationale. Therefore, these techniques do not validate whether the design under
evaluation was properly made under reasonable assumptions and constraints.

3.2 Supporting Independent Software Architecture Review (ISAR)

Software testing requires that the software to be tested is already programmed. Simi-
larly, to enable an independent review, sufficiently documented information must be
available. We argue that current software architecture practice does not provide all
necessary documented information for an independent review. Reviews or evaluations
are very much people dependent causing the problems discussed earlier. We there-
fore propose to work towards a design specification format that supports an ISAR
approach based on the following conditions.

1. Requirement completeness — Based on the agreed ASRs of a system, there are
no new requirements and scenarios arising from these ASRs and from the archi-
tectural design implementation.

2. Requirement conflicts detection — There are no requirements that conflict with
each other in terms of achieving the business goals of the system.

3. Architectural design completeness — All functional and non-functional ASRs
are satisfied by some design components.

4. Architectural design conflict detection — No parts of the architectural design
will be in conflict with the other parts of the design because they cannot satisfy
the constraints set by ASRs or a design.

5. Quantifiable non-functional requirements fulfillment — All quantifiable non-
functional requirements should be explicitly documented, and the architectural
design should describe how the requirements are fulfilled.

6. Soundness of design decisions — The design rationale has been sufficiently cap-
tured so that the quality assurance team can judge the soundness of key architec-
tural design decisions.

7. Architectural design sufficiency — The architectural design description should
have sufficient details and there are no design omissions that could cause archi-
tectural design changes.
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These seven conditions for architectural design are based on the fundamental rela-
tionships that exist between the requirements, design outcomes and their design ra-
tionale [18]. That is, a requirement causes a design issue, therefore a decision must be
made to create or select a design to satisfy or resolve the design issue.

The seven conditions underpin the quality of a review and they are subtly related to
each other, further complicating their impacts on the review quality. First, we make a
fundamental assumption about the scope of a system as defined by the requirement
specification. We assume that the requirement statements are complete (condition 1)
but this can be proved to be wrong during architectural review if reviewers uncover
missing scenarios or find conflicting requirements (condition 2). The architectural
specification would need to demonstrate that the design can satisfy all the require-
ments (condition 3), and that there are no conflicting design elements (condition 4).
Often non-functional requirements such as performance and reliability are vaguely
specified or not quantified. A verifiable specification would describe explicitly how
these requirements can be fulfilled, for instance, a design component can process x
transactions per second to fulfill the requirement (condition 5). All key design deci-
sions must be justifiable. The justifications can be illustrated by what design options
have been considered, as well as documenting the design trade-offs, the pros and cons
that have been considered (condition 6). Finally, there must be enough details in the
design to demonstrate that indeed the design is implementable and further design de-
tails would not change the architecture design (condition 7).

3.3 The Benefits of ISAR Approach

The seven review conditions discussed in previous section are applicable to both de-
signers who prepare the architectural design specifications as well as to review teams
who use an ISAR approach. Besides establishing certain guidelines for the architec-
ture team to follow for supporting better software architecture review, they help to
create a software architecture quality assurance baseline. Such baseline can further
support quality assurance: (a) it supports independent quality assurance of the work
delivered by the software suppliers; (b) it provides a check and balance mechanism to
the architecture development team; (c) it assures the quality and the viability of the
architectural design before development and implementation thus preventing costly
rework; (d) it systematically measures the risks involved in the architectural design
through exploring design details.

An ISAR approach alleviates two major existing problems of architecture review,
namely, subjective interpretations of and lack of (or imprecise) information in archi-
tecture design. This can be achieved by identifying necessary information and condi-
tions that can enable an objective software architecture design evaluation. The ISAR
approach differs from existing evaluation techniques in a number of ways:

¢ Objective of review. ISAR approach focuses on verifying the technical feasibil-
ity and the requirements fulfillment of an architectural design. It does not review
other aspects such as project management issues [13] or skills and responsibili-
ties issues [6].

e Specification-based assessment. An engineering-style architectural design de-
scription would provide a better structured and more detailed specification than
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the existing practice. Instead of questioning and interviewing architects, quality
assurance teams can rely on architectural description.

e Design rationale centric. ISAR approach requires software architects to justify
and document the design. Information such as design rationale, alternative de-
sign options and traceability of design to requirements allow the quality assur-
ance team to understand the design’s viability and justifications.

o Sufficiency of details. ISAR approach requires software architects to document
the architectural design to a sufficient level of details to prove the viability of
the design. Such details should be sufficient to a point where assumptions and
risks would not adversely affect the implementation of such a design.

e Less reliance on expert reviewers. Although knowledgeable architects are re-
quired to perform the review, the ISAR approach has less reliance on the exper-
tise of reviewers as existing architectural review techniques.

The ISAR approach would provide a more stringent review on the architectural de-
sign by strengthening the architectural design based on architectural descriptions. It
complements rather than replaces architectural evaluation techniques. Similar to
IV&V, ISAR approach has some drawbacks too. For example, the selection of the
review team may play a part in achieving objective evaluation because, in some cases,
bias may be introduced due to human factors such as past experience and prejudice.

4 The Next Step

In this paper, we suggest that the quality assurance function of existing software ar-
chitecture evaluation techniques is not independent of the architects who create the
design. However, a comprehensive quality assurance technique should be independent
of the architects. Thus, it should depend on the information in the design specification
as well as the review process. We posit that in order to improve the effectiveness of
quality assurance of architecture design, we must first consider a software architecture
design specification standard that meets the seven conditions. We suggest a number of
further research directions in software architecture specification and architectural
review:

e Meta-model(s) for documenting architecture design. Such meta-models are
used to guide the architects to better prepare architecture design documentation
for architecture evaluation. One issue of assessing the quality of architecture
specifications is a lack of assessment criteria. Although this is to some extent
addressed by having a standard such as IEEE 1471-2000 [1] for architectural de-
scription, a more detailed guideline from the perspective of quality assurance of
architectural specification would be advantageous. An architectural design
meta-model should encompass elements such as ASRs, design decisions, design
components and their interrelationships. The interrelationships between model
elements ought to provide traceability to allow reviewers to understand and as-
sess the architectural design.

¢ Quantifiable quality attributes. Quality attributes in design, e.g. performance,
should be specified in a verifiable way. This means the specification can show
how quality requirements can be achieved by each relevant design component.
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Often the design for such quality requirements is based on the judgments of ar-
chitects without objective justifications. Condition 5 suggests that engineering-
style specifications should be provided. This implies that standard templates and
guidelines need to be created to help architects gather the information for the
design specification.

Specification of design rationale. Design rationale as an integral part of an ar-
chitectural design specification should contain enough details to justify the key
decisions of an architectural design. Architecture design is a set of design deci-
sions but often this tacit knowledge is undocumented. It makes independent ar-
chitectural review very difficult. To fulfill condition 6 and enable independent
architecture design review, the documentation of design rationale in architecture
specification needs to be improved.

Software architectural knowledge and design pattern. Software architecture
design is a function of designers’ experience and knowledge that are inherently
subjective. So checking the fulfillment of conditions 6 and 7 can be difficult. If
architects claim to have fulfilled these conditions, how to verify these claims
become the tasks of the review team. The study of architectural knowledge and
architectural design patterns may provide support in this area, at least for similar
design problems that have been solved previously. Assessment of the soundness
of new design and its design reasoning could be based on previous design cases.
The similarities and differences when comparing their requirements, design
rationale and design outcomes can provide a baseline for reviewers.

In order to overcome subjective interpretation and insufficient or imprecise infor-
mation in architectural design evaluation, we need to find ways to improve and stan-
dardize software architecture description. Such research should attract attention from
the research community as well as from the software industry because of the impact
to software architecture design in the development life-cycle, especially when an im-
proved quality assurance process could potentially reduce the failures and the rework
costs in system and software development. We have received supports from organiza-
tions in Australia to carry out case studies into the areas of architectural specification
and architectural quality assurance process. We hope that the case studies would help
improve their current practices in these two areas.
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